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Drone Swarms & Counter Drone Swarms
Challenge



Why did we work on this call?

• Innovation cycle

• Preparedness

• Eco-system building

• Strategic Autonomy?



Critical Success Factors

• Resilience against drone counter measures
• HPM or directed energy beam weapons

• Inter-drone Communication Jamming/Spoofing

• Dissipative Immune System

• Drone Dog-fighting

• Range, Autonomy, Operation Time

• Deployment Systems

• Train on-board AI with synthetic training data (Virtual Digital 
Sandbox)



Technology Roadmap (1/3)
• FPV-drone

• Real time evolution and state of the art in Ukraine

• Autonomous Drone (On-board AI, Human Directed)
• Navigation & obstacle avoidance

• Target/object recognition

• Stochastic Anti-Sniper behavior

• Danger / Threat / Attack awareness (=> Flight or Fight)

• Drone dog-fight

• Resilience against drone counter measures

• Damage control (limp home, land, hide, …) vs. self-destruct vs. Partial
mission completion

• Meta mission commands



Technology Roadmap (2/3)
• Autonomous Drone Swarm (Human Directed)

• Incremental added value of swarms (graph)

• Homogenous / Heterogenous + land/air/sea + glider/roller/floater/hover

• Deployments systems / carrier model

• Swarm Intelligence: self-organizing behavior in complex and changing
environments

• Swarm Navigation & Obstacle avoidance (stochastic)

• Big, massive, fast, agile => overwhelming enemy defenses, augmenting
enemy dilemma)

• On-board AI (+ former mentioned)
• Friend / Foe

• Drone Swarm Dog-Fighting



Technology Roadmap (3/3)
• Distributed Processing & Sensor Integration

• Redundant inter-drone communication stack

• Redundant inter-drone navigation stack

• Real Time Distributed Photogrammetry

• Real Time Distribited Electromagnetic Antenna (sensing target radar 
systems)

• Human Swarm Interface

• Strategic / Operational /Tactical / Field (immersive multi-modal
interface, augmented battle Decision Support System)



Why would you work on this call?

• Not money

• Build something that proves feasibility

• Visibility

• Opportunity to diversify your market

• Possibility for direct end-user feedback

• Operational necessity
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